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INTEGRATION OF TEST, TRAINING, AND PERFORMANCE ASSESSMENT
INTO DISTRIBUTED CONTROL AND SURVEILIANCE SYSTEM DESIGN

by

John G. Kammerer, Naval Ocean Systems Center
David W. Geer, Martin Marietta Baltimore Aerospace
Thamas R. Tiernan, Naval Ocean Systems Center

ABRSTRACT

Shipboard systems, subsystems, amd equipments are not
designed to optimize overall operational performance or mission
effectiveness. The problem manifests itself through system level
under utilization of potential warfighting capability and
operational performance inherent in the highly capable sub—-system
and equipment camponents.

This is oconsidered attributable to the fact that our
shipboard crews do not operate, test, train on, or assess
performance of well defined systems, subsystems, and camponents
with carefully integrated operator surveillance and control
functions that enhance system level operator decision making amd
response actions. Rather they tend to employ an aggregation of
equipments and camponent tests and training to perform a sub
function and it is up to the operators to assess performance and
determine the operational interaction of camponents. The
operational use of the "system" ard assessment of responses to
sensor inputs are relegated to training amd all too often it is
training or the operator himself, rather than control system
design that is considered at fault when the system or operators
are incapable of coping with an operational situation.

The integration of test, training, and performance
assessment requirements into control amd surveillance system
design has become a necessity due to escalating camplexity, costs
of duplicative and redundant design, equipment, software and the
pressing need to provide for real time utilization of full total
ship capability.

The integrated, distributed control and surveillance systems
of today provide the baseline for total system level test,
training, and performance assessment as well as the intrinsic
system level capability to meet operational performance
requirements if included in preliminary design.

This paper discusses recent developments in overlapping
requirements, system design, functional allocation,  and
operational implementation of Integrated Test, Training, amd
Performance Assessment utilizing a distributed microprocessor
control and surveillance system design.
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INTRODUCTION
Modern computer / microprocessor based control  and

surveillance systems have evolved into two basic shipboard
"Systals";

the "combat system" camprised of radars, sonar, electronic
warfare suites, and associated control processors, amd

the "engineering control systen” comprised of awuxiliary,
electrical, propulsion, damage control, steering, ard
associated central control station processors.

Within the next ten years, these two separate, vyet
interdependent "systems" are expected to be cambined over a
camon data bus into one shipboard control system. Yet the
overall control systems of today have been designed and procured
by accumilating and interfacing the equipments and subsystem
camponents with little wnderstanding of how the total system will
function urnder variocus operating conditions, workloads and
degrees of casualties or battle damage. Further, the typical
system procurement is based on long used, and often out
dated, standards and specifications defined for stand-alone
equipments or subsystems of the 1950-1970's. The result has been
that new control systems have been fielded with cbsolescent
system level control because of the inability to determine
how the introduction of new or evolving technology will cross
the procurement imterface and affect the total system under
development. Unlike modern data networks that have systen
integrity features to enable network users to determine that the
network is passing data, the individual systems with their built-
-in-test (BIT) and training features are not designed to perform
in a team erviraorment.

TEST

Determining overall equipment and computer progran
operability through test procedures is typically an aggregation
of equipment and subsystem test results together with interface
tests. The test process generally parallels the equipment /
subsystem design and procurement process as well as the designed
operational control and display features. This process does
not fully test the total system tactical / operational
software on which the operability of the total system deperds.
While marual overall system level tests are performed today at
the cambat system level they are very slow and limited in scope.
Additionally the manual overall cambat system process and the
aggregation process does not assess the impact of degraded
performance of the egquipment and camputer programs and provide
that information to the decision makers and repair technicians in
a timely manner in a usable format.
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TRAINING

In addition to equipment amd campuater progranm
considerations, shipboard system designs specifically includes
the human operator as part of the operational design philosophy.
Thus, the operators timely ard correct response to stimuli is
essential to system performance. Realistic total system
training time, underway or inport, is minimal. The attrition of
cperator amd team skills without continuous training on the
systems is such that it declines to the point that even
if the mechanical and electrical camponents are operable, the
overall system performance is below design capability. Just as
important to training the operators and decision makers, is
training them realistically and recognizing the shortcomings of
their abilities, the shortcomings of their equipments and
camputer programs, and learning how to cope with the corditions
at hand. Constant and continuing practice and assessment of
the individuals, subteams, and the ship as a team entity
becomes vitally important for ship safety in peacetime and
survival in battle.

PERFORMANCE ASSESSMENT

In an active sense, where the input is controlleq,
performance assessment is a camparison of the actual cutpat to an

expected output or standard.

Performance assessment can also be passively accarplished.
In this case, performance assessment is more of a surveillance or
monitoring function. For example, the Carbat Information Center
wWatch Officer and Engineering Officer of the Watch perform
passive performance assessment functions.

whether active or passive, performance assessment is a
surveillance of the systems vital signs and an analysis of the
impact of non-standard events on the operational capability of
the system. System performance can be improved with knowledge of
the systems actual state through system control design features.

INTEGRATED TEST, TRAINING, AND PERFORMANCE ASSESSMENT

To test and assess performance at the shipboard system
level, a stimili can be injected into the front end of the
canbat  systems surveillance systems amd monitored with
surveillance devices and techniques through each conponent,
equipment, sub~system. The external stimili causes certain
responses by the equlpnentandcmpute.rprograms of the cambat
system which in turn causes certain responses by the equipment
and camputer programs of the engineering contrel system. This
technical approach is a philosophy best described as "from
the outside-in" as contrasted to the aggregation of
camponent, eguipment, and subsystem "inside-ocut" testing at
all levels. The external STIMULATION causes the ship to be
tested and assessed as one entity. The swrveillance radars,
sonars, electronic warfare, and intelligence suites must
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function, but they in twn are directly dependent on the
e.ngmeermg functions of the ship working to their designed
efficiency.

As the external stimilation causes the combat system and the
erx;meermgsystemequlgnentsardoczrputerprogramstoreact it
additionally causes the third component and perhaps the most
important camponent of the "system", the people, to react. The
stress test causes the operators to form habits, thoughts, and
behavior patterns to camplete the tests, operate their equipments
and camputer programs, ard cope with the situation as the tests
are run. Thus as the system is tested and the a;uipnent and
caputer programs performance is assessed, it 1is also
accamplishing training and performance a.:sessment of the people.
The functions of test, training, and performanoe assessment are
so intertwined when front emd stimulation is induced that it
is logical to integrate them into one being, Integrated Test,
Training, and Performance Assessment (ITT&PA).

INTEGRATED TEST, TRAINING, AND PERFORMANCE ASSESSMENT MODEL

Figure 1, respresents a model of the principles of
Integrated Test, Training, ard Performance Assessment (ITT&PA).

Test / Training
Generation —_—p Stimulation /
& Control Simulation
Equipments
Performance
Computer Programs
Assessment
People

Surveillance —_ 1

Figure 1 - Integrated Test, Tralning, & Performance Assessment Model

The Scenario Generation and Control function is the origin
of the test to be conducted. The Scenario Generation and Control
function causes the stimuli to be injected into the eguipment and
camputer programs via stimulation / simulation techniques. Since
pecple operate ard control the equipments and camputer programs
they too are exercised. That is, the Scenario Generation amd
Control function is test control and it is training control.
Surveillance devices ard techniques monitor the reaction of the

[N V‘V“* * -n:* .‘:
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FrG-7 Class Cambat System. Iessons learned irdicate that even
though it was built as a trainer, signficant amount of "system"
tests are conducted.

-.'.-.:
g
AR
grs
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o
oo hardware, software, and pecple and feedback the test/training
coe results to the control function. A comparison of the known input
SAA to the actual output versus the expected output allows the
. performance of the system to be determined.
‘.-_*T
" CMBAT SYSTEM EXAMPLES
p. The AN/USQ-93 (V) Shipboard Radar Envirommental Similator
< System (RESS) is being built as a complement to the New Threat
D Upgrade Anti-Air Warfare Combat System improvement program.
v System design includes a Test, Training, Performance Manitoring
e Controller, radar and IFF stimulators, and distributed
b processors. The system was built for test but is used
S extensively for training.
L™,
po— The AN/SQQ-89 On Board Trainer (OET) is being built as a
N sonar suite trainer but will have extreme applicability for sonar
o stress tests.
e
::';::f The Perry Class Pierside Combat System Team Trainer, Device
o 20BS uses a scenario generator/controller, sensor and weapon
A stimilation and simulation techniques, distributed processing,
S ard fiber optic cammunication connectivity to train the entire
.

The IHD-1 class ship is built with the AN/SSQ-91 (V) Combat
Similation Test System (CSTS). A test system, that like its

bl
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L. :.':f predessor currently onboard onboard the DDG-923 class ship, will
v also trzin the cambat system team. The architecture of the IHD-1
oo CSTS is illustrated in Figure 2.

2

e ENGINEERING APPLICATION

N

3 -_’-,

"_::.j As cambat systems are starting to implement system level
o test, training, and performance assessment tools, the lessons
‘." learmed become applicable to the engineering aspects of the ship.
Yy Figure 3 illustrates the concept of ITT&PA applied to the
b engineering requirement for test, training, and performance
-:-f: assessment of its "system". Although the concepts of machinery
; j testing and performance assessment have been explored and
s utilized in the past, for example Test Evaluation and Monitoring
°. System (TEAMS), Centralized Automatic Test System (CaTS), ard
o~ Shipboard Machinery Performance Monitoring System (SM™S), the
Y integration of test, training, and performance assessment for the
o engineering system is a relatively new concept.
Y,
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IFF (" Test ) Ownship
Stimulator Control Environmental
Console Simulator
SPS-67 Unk 4A
Stimulator Simulator
SPS-49 SPS§-52 link-11
Stimulator Stimulator Simulator ‘

Figure 2 - LHD-1 Combat Simulation Test System Architecture

An underlying requirement for improved contimiity of
operation of shipboard engineering systems will be the ability to
monitor the sub-systems exemplified in Figure 3. Built-in-test
(BIT) and built-in-test-equipment (BITE) in the individual sub-
systems are in many cases already very close to being the
"stimilator" in the Integrated Test, Training, and Performance
Assessment concept.
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SURVEILIANCE

Surveillance or monitoring is needed to provide contimuous
and immediate information on engineering plant and component
status, level of performance, amd to detect equipment failures
and predict impending failures so that corrective action can be
taken by a supervisory oontrol system. Concurrently, the
information available on machinery camponents will reduce
maintenance requirements by providing the capability for
maintenance on demand rather than on a regular calendar schedule
basis.
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Sea Water
Sub-System

Fuel
Sub-System

Vent
Sub-System

Fire Pump
Sub-System

Llube Oil

Sub-System

Chill Water
Sub-System

————— P STIM | I STIM i STIM | I STIM |

Distillin
Plc:ntg

| pISTIM | I STIM | §ISTIM | ! STIM |l

Reduction
Gear

> STIM I STIM i STIM || STIM

Refrigeratio
Sub-System

Waste Heat
Boller

Ships Service
Generator

Compressed
Air

TEST / TRAINING
CONTROL

Surveillance —_—
of output

k& PROCESSING

Figuré 3 - Concept ITT&PA for the Englineering System

The types of input versus output measurements that ITT&PA
could address in the engineering system include surveillance [/
monitoring of pressure, motion, flow, temperature, force, torque,
and changes in the same parameters caused by operator actions.

For example, a large fraction of mechanical measurements is
concerned with pressure, particularly in propulsion systems,
process control systems, ard ordnance systems. Pressure is the
actual quantity required in many instances; however, in other
cases the desired parameter is inferred from pressure
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measwrements. Thus flow may be measured in terms of differential
pressure across a deliberate flow cbstruction or in terms of the
force exerted against a deflection plate. In the case of mot_lon,
measurements need to be made either of the motion of abjects in
inertial space or of the motion of certain parts of abjects with
respect to other parts. The type of measurement, the ar'.plltuae
and frequency response regquirements, as well as certain

evirormental considerations Lsually dlc‘=£ che particular aspect
of motion sensed and the tvpe of sensor us=d. Motion sensors
convert  linear and angular displacement, and their time
derivatives: velocity, accleration, ard Jerk, to electrical
signals. Each of the motion parameters may be directly sensed
and caverted in one or more steps to the desired electrical
signal, or the desired signal may be derived by differentiation
or integration from a signzl transduced fram one of the related
motion parameters.

Surveillance of output as campared to imput leads to  the
performance assessment of the individual sub-systems. Controlled
input via test/training controllier and swveillance of the oaput
parameters enables the systiem to be assessed as a whole.

CONTROL

It is desirable that the engineering system, 1like the combat
systen, be tested and the people who operzate them, be trained,
to provide two primary levels of information. The first level
is to assess the "well beimg" of the egquipment, camputer
prograns, ard people and inform decision makers with that
information tailored to his needs. The second level is to aid in
the location of failed components for the technicians.

The engineering officer of the watch is responsible for tha
safe and proper operation of the erginsering system. In that
regard ITT&PA can provide him fram a distributed and continuously
update data base, assigned mission responsibility as directed
from the cambat system, cammanding officer, and/or officer of the
deck. With this information the engineering officer of the watch
can employ ships propulsion, electric powar, auxilary systems,
interior commmications, etc. ITT&PA can provide him with his
engineering availability, limitations, and recammended
alternatives for system employment based wpon its current state.
ITT&PA can provide similar information to the damage oontrol
officer who has access to the data base through distriluted data
buses. Integrated Test, Training, and Performance Assessment can
aid in fault isolation, trend analysis, and decision aids.

The cambat system camanents, eguipments, and subsystems
are physically located throughout the ship, as are the
caponents, equipments, and subsystems of the engineering system.
The cambat system and the engineering system, however, must
merge to form an n-dimensional camplex machine, the ship.
Camputer technology today is such that distributed processing
becmes a viable solution. Effective and efficient cammnication
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connectivity between the two major systems is required to ensure
total ship control for daily operation, control for safetv, ard
control during battle for survivability. The data buses of today
provide the baseline for application of the integrated test,
training, and performance assessment concept. Figure 4
represents  a conceptual integrated test, training, amrd
performance assessement architecture with distributed control
workstations.

Performance Assessment Data Base

[

Survelllance

Combat System

44— STIM

Equipment, Computer Programs, & People

| — -
GCA Test / Training
N\

Engineering System
STIM

Equipment, Computer Programs, & People

Surveillance

)4____J

Control & Processing

Performance Assessment Data Base

‘ Test/Tralning N\
( Control & Processing ) GD

>
> v v

ron e

ASWE = Anti-Submarine Warfare Evaluator STIM = Stimulation

CO = Commanding Officer TAO = Tactical Action Officer
DCA = Damage Control Assistant XO = Executive Officer

EOOW = Englneering Ofﬁéer of the Watch

"\ " LR 3 - 0
.0 c"‘b‘ :'l':‘\ c.".’l.' N % ..A‘._:.C!l .:'..

Figure 4 - Integrated Test, Training, and Performance Assessment

with Distributed Control and Survelllance Design
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TTT&PA ORJECTIVE

The aobjective of Integrated Test, Training, and Performance
Bssessment is  to provide shipboard decision makers and
maintenance personnel with a means of assessing in real time the
"state of health" of the ship to optimize overall operational
system performance.

PERFORMANCE

Knowledge that the system is not functioning to its maximm
design capability becames essential not only during battle but
during everyday operational use for safety and efficiency. For
example, what is impact on the ship if a power supply to the
sarveillance radar is degraded? What is the impact 1if the
watch supervisor in fireroom number two faints due to heat
exhaustion caused by inadequate air conditioning? Who will

place the tactical action officer if he is severely injured
from a missile explosion? How will the electrical load be re—
distributed and how fast?

The cambat system operators and decision mekers must know
in real time the constantly changing status of the engineering
system. They must know the limitations of their systems at all
times in order to exploit the resultant capabilities. The
propilsion system operators, technicians, and decision makers
st know the ever changing cambat system status in order to
initiate repairs, maintenance, and shifts in locad centers to
exploit its mawimm capabi llty upward into the cambat system.
Information format and utility is different for the technicians,
cperators, amd decision makers. The readiness status information
must therefore be tailored to best support the users of the
information in the shortest time possible. With the diversity of
information required, the diversity of the elements, camponents,
and sub-systems, the spacial distances between the equipments ard
persomnel, and state of the art technology a distributed
architecture is appropriate.

COST SAVINGS

Wnile the US Navy is recognizing the need for system level
testing and for system level training only recently is it
beginning to recognize the overlap in test and training

methodelogies. From a cost standpoint, integrated test,
training, and performance assessment offers an opportunity to pay
only once for a more complete integrated test and training
capakility. This in itself is reason for integrating the closely
related functions of test and training.

The efforts ongoing in cambat system test / training have
all been add on capabilities. Recognition of the need for
system level test and training has came after the operational
equipments have been funded and developed. Iessons learned
indicate that had the test / training capabilities been disigned
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SR
‘”}' into the prime item equipments cost savings could have been
O realized not anly in research and development but in life cycle
Y logistics costs. Additionally, the add on stimlators and
( similators have caused space and weight tradeoffs. The Device
R’ s, 20B5 for example comes in semi-truck and is therefore not an
:{: asset available at sea. Advances in today's technology in the
W area of very high speed integrated circuitry, 1local area
4 networks, fiber optics, lap top camputers all make feasible the
VRV concept of embedding the ITT&PA capabilities and techniques into
) prime item equipments at the design stage.
w_';i_ RESEARCH
"N
-;:-; The operational use of cambat systems in response to
B stimilation and simulation resulting have resulted in lessons
learned that indicate all too often it is training or the
b operator himself, rather than control system design that is
AN considered at fault when the system or operators are incapable of
N coping with an operational situation. While research ard
A 1 development facilties are slowly moving forward toward
AN discovering these lessons through experimentation, recognition
e ! that the ship must operate as cne entity which includes the
_‘.‘_j $ ergineering system is significantly lacking.
oz Data that would be collected, processed, and distrilarted to
SO the users should be maintained. The data offers insignt into the
, z availability and maintainability of the carplex system as a
! whole. Trend analysis of the operational systems offers the
SO opportunity to identify prablem areas and feed that information
-;:;:: ?., back into the acguisition requirements definition process.
b
;-‘.; < CONCIUSION
by 2
3 3‘ Increases in the performance characteristics and level of
[r 2 g autamation of surface ship systems emphasize the nesd for
SN extensive and continuing training, as well as contiruocus and
,: x autcmated system performance measurement. Moreover, the
o camplexity of current systems and lack of total system training
g T opportunties make it imperative that operators and teams have
'. ’ the opportunity to train in realistic similated envirorments in
L order to develdp and maintain required performance levels.
Cd
| ‘-;‘.{‘ It is also essential that camanders have an accurate ard
od up-to—date operability status of the systems under their control.
W With the increasing attention paid to cost effectiveness, the
2.‘ high <cost of dedicated training systems, and stringent
e limitations on inport crew availability for training, there is a
N critical requirement for an embedded Integrated Test, Training,
iy and Performance Assessment capability capable of being used at
oo sea or in port.
a0
%-! As the overall equipment and software requ_lranents of
;:.i. ‘ training and performance assessment functions are substantle}lly
K" similar, significant ocost savings can accrue from a cambined
.' ‘.: effort.
l'.
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It is clear that further progress in Integrated Test,
( Training, and Performance Assessment will be closely linked to

the evolution of control and surveillance system designs ard

"y

Lo their associated data buses.
]
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